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Usha Ramanathan

Considering Social Implications
of Biometric Registration

A Database Intended for Every Citizen in India

he Aadhaar (Unique
Identity) project has
become the bane of
average Indians, threat-
ening access to all

T

manner of services. Basic questions
have been asked and
never been answered.
The Unique Identity (UID)
project has been around
for over five years. The
Unique Identification
Authority of India (UIDAI)
was set up by an execu-
tive notification dated
January 28, 2009, and
came into its own after
Nandan Nilekani was
appointed as chairperson
in July 2009 (1). Now it
has, as some observers
say, become an experi-
ment being conducted on
the entire country.

In its early stages, the
UID project was market-
ed, simply, as giving the
poor and the “undocu-
mented” an identity. It
was to be voluntary, and
an entitlement. But, it is evident
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even from the Strategy Overview
document of the UIDAI that it was
never intended to be an entitlement
that people may choose to adopt
or ignore (13). The Strategy Over-
view said that “enrolment will not

be mandated”, but went on to add:
“This will not, however, preclude
governments or registrars from
mandating enrolment” (2). So, the
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potential for compulsion was built
into the original architecture of the
project. Starting in 2012, the vol-
untary aspect began to be eroded,
and threats of exclusion from ser-
vices and entitlements began to be

bandied about. By January 2013,
a virtual panic was set off when it

was announced that various ser-
vices and entitlements would not
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be accessible to persons who did
not have a UID number.

Mr. Nilekani has said time and
again that half the population was
expected to be enrolled by the end
of 2014; yet, there have been warn-
ings that people without a UID num-
ber may find themselves unable
to access benefits and subsidies
if they do not have it - if a bank
account had not been opened, and
if the UID number were not embed-
ded in the bank account. So, a sub-
sidy for cooking gas, kerosene, and
scholarships, for instance, became
dependent on having a bank
account seeded with the UID, or
Aadhaar number.

From its inception, the UID proj-
ect has been about creating the
“database resident.” The website
of the Department of Informa-
tion Technology, which has been
renamed as the Department of
Electronics and Information Tech-
nology, modestly carrying the acro-
nym DeitY, has said all along that
“Project UID, a Planning Commis-
sion initiative, proposes to create a
central database of residents, ini-
tially of those above the age of 18
years” (3). Yet the UIDAI has got
even more ambitious and demand-
ed that everyone, from the newborn
to the oldest resident, be regis-
tered on its database. In actuality,
it was always intended to integrate
various databases to construct a
profile of the Indian citizen: “the
project envisages provision of link-
ing of existing databases, as well
as providing for future additions,
by the user agencies” (3). The MoUs
between the UIDAI and various
registrars that include the state gov-
ernments, oil companies, banks,
and the Registrar-General of India,
who is in charge of census and the
National Population Register and
socio-economic and caste census,
not only provided for various addi-
tional fields of data being collected
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during enrolment, but also for hav-
ing the UID number appended to
each respective database.

As for biometrics, documents reveal
that when the decision was made
to use fingerprints and iris for enroll-
ment, there was no knowledge about
whether such biometrics would work
in India given the country’s
demographic and environ-
mental conditions. In fact,
it has since been found that
with age fingerprints fade,
that manual labor makes
fingerprints difficult to
read, that malnourishment-
induced cataract blights an
estimated 8-10 million peo-
ple, and so on. The DG and
Mission Director of UIDAI
himself stated in November
2011: “The other challenge
we face is the quality of fingerprints.
Capturing fingerprints, especially of
manual laborers, is a challenge. The
quality of fingerprints is bad because
of the rough exterior of fingers
caused by hard work, and this poses
a challenge for later authentication....
Issuing a unique identity will not be
a major problem. But authentication
will be, because fingerprint is the
basic mode of authentication.”

The UDIDAI collects face, finger-
print, and iris biometric data. The
uniqueness of the UID number is
said to be ensured by using the bio-
metrics collected for “de-duplicat-
ing” the 1.2 billion plus resident
population of India. That has always
sounded like such an improbable
task that it cannot do without some
investigation of why the UIDAI
thought they could pull it off. What
did the UIDAI know about biomet-
rics that gave it the confidence to
roll out the project on a nationwide
scale? The answer is, very little.
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When the project got off the
ground, and Mr. Nilekani took
charge, among the early deci-
sions taken seems to have been
the introduction of biometrics. On
September 29, 2009, the UIDAI
set up a committee to review the
state of biometrics in the country,
and to suggest how they may be
modified, extended, or enhanced
to “serve the specific requirements
of UIDAI relating to de-duplication

The Unique Identifier project
has hecome an experiment
conducted on the entire
population of India.

and authentication.” Interestingly,
among its other tasks, the commit-
tee was asked to “obtain consensus
(for) widespread propagation of bio-
metrics in governmental and pri-
vate sectors” (12). Significantly, no
other means of achieving unique-
ness and de-duplication was sug-
gested then, nor at any time since
then; biometrics was the only tool.
The December 2009 report of
the committee on biometrics was
cautious (13). The state of knowl-
edge on biometrics was too mea-
ger. In its sample of 25 000 people,
2-5 per cent did not have biomet-
ric records. Globally, de-duplication
accuracy of 99 percent had been
reported from western populations,
where there was good fingerprint
quality and where the database was
up to 50 million. To scale up the
results from 50 million to a billion
plus was fraught with uncertainty.
And, importantly, there had been
no study of fingerprint quality in the
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Indian context. Indian conditions,
the report read, “are unique in two
ways: larger percentage of popula-
tion is employed in manual labour,
which normally produces poorer
biometric samples. Biometric cap-
ture process in rural and mobile
environment is less controllable
compared to the environmental
conditions in which western data is
collected.” It also found that if the
way biometrics is captured is defi-
cient, the “false acceptance rate”
could be over 10%. The commit-
tee “strongly recommended that
carefully designed experiments and
proper statistical analysis under
pilot should be carried out, to for-
mally predict the accuracy of bio-
metric systems for Indian rural and
urban environments” (14).

As for the iris, it is technology of
recent vintage, and, “compared to
fingerprinting, iris capture is less
studied and less standardised.”
So, the report tentatively suggest-
ed combining multiple biometric
modalities, in this case fingerprint
and iris. That was about all the
committee was able to determine.

Pursuant to this report, in February
2010, the UIDAI issued a “notice
inviting applications for hiring of
biometrics consultant” to assist in
“proof of concept of biometric solu-
tions for UIDAI project.” This doc-
ument is a startling statement of
the state of ignorance of the UIDAI,
while they had already decided that
they would adopt biometric de-
duplication and authentication. The
consultant would have to “assess
the biometric de-duplication accu-
racy that can be achieved in the
Indian context.”

The U.S. National Institute of Sci-
ence and Technology (NIST) “has
spent considerable efforts over the

past 10-15 years in benchmarking
the state-of-the-art extractor and
matching technology for fingerprint,
face and iris biometrics on the west-
ern population,” the invitation docu-
ment read. “While NIST documents
the fact that the accuracy of biomet-
ric matching is extremely dependent
on demographics and environmental
conditions, there is a lack of a sound
study that documents the accuracy
achievable on Indian demographics
(i.e., larger percentage of rural popu-
lation) and in Indian environmental
conditions (i.e., extremely hot and
humid climates and facilities with-
out air-conditioning). In fact, it went
on, “we could not find any credible
study assessing the achievable accu-
racy in any of the developing coun-
tries. UIDAI has performed some
preliminary assessment of quality
of fingerprint data from Indian rural
demographics and environments
and the results are encouraging. The
“quality” assessment of fingerprint
data is not sufficient to fully under-
stand the achievable de-duplication
accuracy.” The consultant was given
six months to lead the UIDAI from
this state of ignorance to profound
knowledge about biometrics. At that
stage, the focus was on enrolment.
The question of what would happen
when people would have to be iden-
tified by their biometric markers was
deferred to a later date (15).

The study was done between
March and June 2010. On July 17,
2010, the Economic Times report-
ed that “missing biometrics” was
confronting the UID project. The
millions of agriculture, construc-
tion, and manual workers would
have their fingerprints worn down.
Corneal scars, corneal blindness,
cataract resulting from nutritional
deficiencies and prolonged expo-
sure to sunlight and ultraviolet rays
were likely to jeopardize iris data.
The Director General of the UIDAI
reportedly admitted that they had
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no estimate of how many people
this would affect — they expected
it to be a “small number.” “We are
dealing with a large country and
complex issues. We have to work
within these limitations,” he is
reported to have said. We now know
that despite the complex issues
at hand, the authorities moved on
regardless, to collecting biometrics
while making claims of uniqueness.

The “UID enrolment proof-of-
concept (PoC) report” was finally
uploaded on the UIDAI website in
February 2011, about five months
after UID enrollment began roll out
(16). In a report that is gloriously
vague and hazy, there is one state-
ment that puts a question mark on
the whole exercise: “The goal of the
PoC was to collect data represen-
tative of India and not necessarily
to find difficult-to-use biometrics.
Therefore, extremely remote rural
areas, often with populations
specialising in certain types of work
(tea plantation workers, areca nut
growers, etc.) were not chosen. This
ensured that degradation of biomet-
rics characteristic of such narrow
groups was not over-represented
in the sample data collected.” The
number of people in the sample
studies to see if de-duplication
worked was 40 000, and this did not
include those who were not seen as
representative of India! The report
then maintains a deafening silence
on the subject of what will be done
for “biometric exceptions” — for peo-
ple for whom neither fingerprints nor
iris work.

The UIDAI would be hard put to
term this a scientific study. There
is no authorship, the complexity
of the population is ironed out by
excluding them from the sample,
the evidence is sketchy, and the
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conclusions are general. Two years
later in his talk at the World Bank in
April 2013 Mr. Nilekani was to say
that “nobody has done this before,
so we are going to find out soon
whether it will work or not.” Some
days later, Mr. Nilekani openly
declared in his speech at the Center
for Global Development in Wash-
ington: “We came to the conclu-
sion that if we take sufficient data,
biometric data of an individual,
then that person’s biometric will be
unique across a billion people. Now
we have to find that out. We haven’t
done it yet. So we’ll discover it as
we go along” (4).

So, first, the conclusion; then
they will wait to find out! Some
observers of the project who have
been saying that it is an experi-
ment being conducted on the
entire population, are justified.
The consequences of failure have
not been discussed, although, in a
talk at the World Bank Mr. Nilekani
said in response to a question
about what he thought was the
greatest downside risk to the UID:
“To answer the question about
what is the biggest risk,” he said
“in some sense, you run the risk
of creating a single point of failure
also” (5).

The UID project is proceeding
without the cover of law. There is
only the notification of January
2009 that says the UIDAI “owns” the
database, but says nothing about
how it may be used, or what will
happen if it fails or if there is iden-
tity fraud, or if some outside agen-
cy dains access to the database. A
Bill was introduced in Parliament
in December 2010, after the proj-
ect had been launched and data
collection had begun. The Bill col-
lapsed in December 2011 when the
Parliamentary Standing Committee
found it severely lacking, and found
the Bill and the project needed to
be sent back to the drawing board.
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There is still no sign of any protec-
tion that the law may offer. Neither
is there any law to protect privacy.

The UIDAI and Mr. Nilekani have
refused to address the probabil-
ity of surveillance, convergence,
tracking, profiling, tagging, and
intrusions into privacy that is like-
ly to result from the creation of
the database of residents and the
intended convergence. The link
between technology, databases,
governmental power, and cor-
porate involvement in creating,
maintaining, managing, and using
databases has produced various
scenarios of surveillance that we
continue to ignore at our peril.
PRISM is just one example of ambi-
tions that can fuel a state. In the
same period, the state has already
set up agencies such as the Nat-
grid, NCTC, NTRO, CCTNS, and
MAC, which exploits database inte-
gration that the UID makes possi-
ble. In April 2011, the government
made rules under the IT Act 2000,
by which it would be able to access
any data held by any “body corpo-
rate.” More recently, we have been
hearing about the Central Monitor-
ing System (CMS), speaking to a
surveillance and control approach
that will have the state snooping
on us with no oversight, no prior
permission, and no answerability
at any time to anyone.

The companies engaged by the
UIDAI to manage the database
include L1 Identity Solutions and
Accenture. The UIDAI, in response
to a Right to Information (RTI)
request, claimed that they had
no means of knowing that these
were foreign companies awarded
contracts, given the process of
their selection. Yet, a search on
the Internet reveals the closeness
between the L1 Identity Solutions
and the CIA, and that after a 2011
transaction, L1 Solutions was partly
owned by the French government.
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Meanwhile it was also well-known
that Accenture was in a Smart Bor-
ders Project with the U.S. Depart-
ment of Homeland Security. Data
security, personal security, national
security, and global surveillance
are all drawn into a ring of con-
cern, but remain unaddressed.

UID is an acronym that stands for
“unique identification.” But the first
thing we observe is that this is not
an identity scheme; it is a system
that leverages emerging technolo-
gies to help various governmental
and commercial agencies identify
and database persons. Second, UID
is not a card, but a number. Some
have mistaken the paper that is
used to communicate the UID num-
ber to the resident to be an ID card:
“(flirst of all, this is not an ID card
project. There is no card. There is
a number. It’s a virtual number on
the cloud, and we don’t give a phys-
ical card. We do send you a physi-
cal letter with your number, which
you keep in your pocket, but the
real value of this is the number on
the cloud” (5). The identification is
to be done by matching the number
to biometrics that are collected and
kept on a Central Identities Data
Registry. The uniqueness of the
number depends on the biometric
system being failsafe; but biomet-
rics is still at an experimental stage.

Third, while a driving licence,
voter ID, and PAN card may be used
as identity cards, the UID number
is different. The UID is synonymous
with the “Know Your Customer”
(KYC) principle. The UID project
proposed a partnership with Autho-
rized User Agencies (AUA), which
may include banks, mobile compa-
nies, LPG service providers, insur-
ance companies, departments with
the state and central governments,
hospitals, and so on. When the
AUAs decide to use the UID, they
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will have to deploy fingerprint and
iris scanners, which will be used to
“authenticate,” that is, verify if the
person is who they say they are.
This is a business model, where the
UIDAI proposes to make its profits
on authentication — the Strategy

The UIDAI has demanded that
everyone, from the newhorn
to the oldest resident, he
registered on its database.

Overview document calculates that
once the project reaches a “steady”
state, it should be able to make Rs
288.15 crore (6).

Fourth, the UID is supposed to
be voluntary, but that was a deliber-
ate untruth put out as part of the
socialization exercise for the proj-
ect, and because the UIDAI has no
power to force anyone to enroll.
After all, their legal status has
always been highly suspect. In the
first two years of enrollment, it was
evident that there was little enthu-
siasm to get on to the database. It
has never been clear what the point
of the UID number was. The fact
remains, it is still not clear. At the
World Bank talk in April 2013, Mr.
Nilekani said in answer to a ques-
tion: “Obviously people don’t know
what benefits will come from this -
even I don’t know what benefits will
come from this... But broadly, they
know that this is some Kind of a
dgateway to the future. There will be
benefits. What these benefits are,
they don’t know” (5).

Declaring that the UID was man-
datory changed things for people.
How the idea of making the UID

mandatory was sold to various
government agencies is not widely
known. We do know that the UIDAI
had banked on the UID being
made mandatory by different agen-
cies even when it put together its
Strategy Overview (13). The strat-
egy was for the UIDAI to
continue pretending that it
was voluntary.

Five, the words “uni-
versal” and “ubiquitous”
are used to describe the
ambitions of the project.
By getting everyone on
the database, there is to
be “universal” coverage.
And by getting every pos-
sible agency to subscribe
to the UID as a KYC, it is
to be “ubiquitous.” Mr. Nile-

kani, of course, explains that the
UID is an “identity platform.” It is
“open architecture” on which many
“apps” may be built. Unlike the driv-
ing licence, ration card, or voter ID,
the UID has no direct purpose of its
own. It is just an “ID verification sys-
tem” and all manner of “apps” can
be built on it. Direct Benefit Transfer
is one such “app.” And in explana-
tion of what it will do, Mr. Nilekani
states: “You can use the ID and cre-
ate a credit history... or you could
build an electronic health system.”
Since it is on a cloud, your health
record will be portable and “you can
take it with you wherever you go.”
Of course, this also “gives you com-
plete traceability,” of persons and
their transactions. “Obviously,” he
admits, “it doesn’t solve the prob-
lem of eligibility. You have to build
some other systems for that” (4).

The casual disregard of the law,
the authoritarian demands to hand
over personal and intimate informa-
tion, creating databases that put
people at risk, and passing off half-
truths and outright lies as facts are
only among some of the very dis-
turbing features of the UID.
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The UID, it is claimed, will be an
identity scheme that will remove
the barriers that prevent the poor
from accessing benefits and sub-
sidies. Unfortunately for the UIDAI,
this claim is already being severely
eroded. What was projected as a
project of inclusion is already turn-
ing into a threat of exclusion. The
poor have been warned that if they
do not enroll for a UID, if they do not
have bank accounts, if those bank
accounts are not embedded with the
UID number, then they will become
ineligible for the subsidies that they
receive. That is the first obstacle that
has been set up by the project.

Then, a person needs to produce
a pre-existing document to be able
to enroll; a voter ID, a PAN card, a
driving licence, or one of the many
cards that are listed. Those who do
not have a document to establish
their identity or those whose docu-
ments are not accepted by the enrol-
ment agency — and this is invariably
the poor and the less privileged —
will need an “introducer” to help
them get enrolled. The introducer,
as was explained by the Demograph-
ic Data Standards Committee that
reported to the UIDAI in December
2009, would be akin to a bank intro-
ducer - with one significant differ-
ence: while a bank introducer would
be expected to know the person he
or she is introducing, it is different
process with UID enrollment (7).

The state government or other
agency acting as Registrar would
have to appoint an “approved
introducer” to do the task. That
is, introducers must be known to
the Registrar, but do not need to
know the persons they are intro-
ducing! The accuracy of the data
is thus suspect. No wonder, then,
that in January 2012 the Home
Ministry protested that they could
not accept UID data because it was
insecure and unreliable (8).
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A second stated ambition is that
of reducing leakage in the system. Mr.
Nilekani refers to himself as a plumb-
er, plugging the leaks. No one would
deny the pervasive corruption that
has blighted many systems of distri-
bution. The RTI, “transparency walls,”
public hearings, the use of technology
to computerize, communicate, and
monitor the movement of goods and
grain, the opening of post office and
bank accounts for payment of NREGA
wagdes, the use of mobile phones to
let people know when their rations
limits are reached so that they may
watch and collect their entitlements,
the use of GPS to track the move-
ment of vehicles carrying grain to the
shops — these have already greatly
improved systems.

The UIDAI, however, suggests that
salvation lies elsewhere —in a central-
ized system of identification. Alleged-
ly this would do away with duplicates
and ghost beneficiaries. There is, of
course, no evidence as to the extent
of the leakage, and what the sav-
ings would therefore be. In fact, the
first paper attempting to explain that
the UID would reduce leakage was
published by the National Institute
of Public Finance and Policy (9).
The paper is littered with assump-
tions for, as they admit, there isn’t
any data in some areas and, in oth-
ers, the data is outdated. In addition,
contrary to Mr. Nilekani’s assertion
at the talk in April 2013 that this
was an “independent study,” schol-
ars at the NIPFP have admitted to
“the group’s research affiliations with
the UIDAI should preferably have
been made in the study itself.” How
many are aware of the One Time
Passwords (OTP) which are to be
used to “manual(ly) override” when
the biometric identification fails (10)?
When fingerprints or iris fail to recog-
nize a person, for whatever reason,
a request can be sent to the UIDAI
to send a One Time Password to any
mobile phone that is on hand.
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The potential for “leakage”
and identity fraud and corruption
through the use of the OTP option,
and the problem this poses for the
“last mile” is undeniable, although it
is not being acknowledged. No won-
der everyone including the UIDAI
is shrinking from taking on liability
where there is a “false accept,” or
“false reject,” or when identity fraud
occurs. The risk thus rests heavily
on the individual. For now, the hype
that has surrounded the UID has
been legitimized by past failures and
corruption. However, the excitement
surrounding the biometric tech-
nology is unjustified as it has not
been derived by an intimate under-
standing of the poor and marginal-
ized. The gap between the project’s
claims and how it is actually playing
out in reality is huge. And how much
the bureaucracy and the political
establishment have understood is
moot; they have spoken too little for
us to tell. With the claims not quite
holding up, one has to ponder what
ambitions have driven the project?

In the early stages of the proj-
ect, UID was postulated as the
answer to the problems in the PDS
and NREGA; but the credibility of
these claims was severely chal-
lenged by researchers and activ-
ists. The focus was then shifted to
“financial inclusion.” UID was meant
to fulfil the “Know Your Customer”
(KYC) principle for opening bank
accounts, more particularly what
is generally acknowledged as “no-
frills” accounts. The problem with
this claim is that KYC in banking was
brought in, in the context of money
laundering, and terrorist funding.
No-frills accounts have had no KYC
requirement; the amounts are too
small to matter. Now, with the UID,
KYC has even been introduced for
no-frills accounts. That so many peo-
ple are unbanked has a great deal to
do with banks not being interested
in low value customers, not having
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branches where they are needed,
and with the banking correspondent
system not working. The banking
system is totally unprepared for the
changes that have occurred to date,
and continue to occur. Rather, this
has meant that some members of
the population, panicked by the
threat of exclusion, have rushed to
be enrolled on the UIDAI

At Nilekani’s Washington meetings
in April 2013 at the CGD (4) and
the World Bank (11), discussions
were drawn around what some
might consider outrageous propos-
als. Addressing Mr. Nilekani, the
chair of the meeting said: “I wonder
what you think of the possibility of
a global system, and whether or not
you think by the year 2050 there
could be a global system. Frank-
ly, I think it would be a real influ-
ence in knocking down the nation
state...” And then he asked, “Is this
the thin edge of the wedge for the
end of sovereignty?” The question
recurred at the World Bank meet-
ing (11) where Mr. Nilekani’s answer
was simple: “There is nothing tech-
nologically limiting for having the
whole population of the world on
the system... If you can do a billion,
you can do 7 billion.” The President
of the World Bank then repeated
that all projects brought to him, for
Africa, and everywhere else, would
now have to integrate the UID sys-
tem, or else he would want to know
why: “... can you have a single sys-
tem that would work with everybody
throughout the world?” And “what
are the implications if you were to
withdraw money... all ATMs may say,
we don’t want just your card and
PIN number, we want your biomet-
rics everywhere... you literally would
know where somebody is every min-
ute... or every time he did that trans-
action. Would you do one system?...
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So, should we, say, if we start a sys-
tem in Africa, we should coordinate
with you, so that the Africans have
different numbers than the Indian
have.” “Well,” Mr. Nilekani respond-
ed, “this is a question of how much
you want to centralize” (11).

This article has been adapted from
articles written by Usha Ramana-
than between July 2nd and 6th,
2013 for The Statesman. The original
content can be found at: http://www.
thestatesman.net/news/35 14-threat-
of-exclusion-and-of-surveillance.html.
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